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vlim-project/vlim
[Bugfix] Redact api_key in startup logs and compile cache factors
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JRSCEESE: http://prhub.com.cn/vlim-project/vlim/pull/52523
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« —A3E: BBREHBEIEREIEFETHN api_key, BEERPMR

- EMNE: EERIR BTERAARKRSNZSMBETLM, EEFZFARITRAER: RERE
EHERZLE, ZERS get_non_default_args() 5 —-args-json, #H B Rust BIIHEK
¥R, _redact_sensitive_args ELHRBRFEMNRERMNZ, BOTBEEIN; MiXAH
caplog Wig HERAX AR, EEMEtRE., THEENKEHEAR: EBRFEEX TN S
PoTEkIE (W0 argparse By sensitive Fx18) , Y BRAEARE, BOERED AL L%
A

THHES BAL

PR body PRFA3E HASHIRERIZ: API server B&iHE 'non-default args: ..." ©RFEITERFT
BIEBRIA CLI B3k (B3E —api-key 5§ VLLM_API_KEY) , A B BIELBARFREA (
docker logs. EMXMA%. log shippers) EREEMEATRENHERE LA FHEE
compile_factors() MFFTEEMEY VLLM_* ST E R AMEEEFR, FILRBEFFHEIFAL
| cache_key_factors.json, VLLM_API_KEY RERERF|R T, HEARAXE R B RBIE
SAERSE RIF BT LK. 1EE IR 'The API key was only ever logged, never sent
anywhere — so the leak is free real estate for anyone reading logs', BT R&RAE U

HMEeBL,

LI RE

ZE NOIE vliim/entrypoints/serve/utils/api_utils.py 89 B &R $E5 viim/envs.py BRIFEF

EF4&%, BEEMNREZARASERE,

1. BEBE (viim/entrypoints/serve/utils/api_utils.py) : ¥3EERLE &
_SENSITIVE_ARG_FIELDS = frozenset({"api_key"}) 5 &k
_redact_sensitive_args(args), ZRMARBEANS FEETEHRATE, ZLUEARE (
BMRZREN) , ANKERRFEEEHRA "***", log_non_default_args() 2 A8z B9
FHHEH; get_non_default_args() 5 --args-json FERERZH M, Rust AIIREIER R
FAZE,

2. WIFEHERTFHRKR (viim/envs.py) : T compile_factors() By ignored_factors &£& ¥
# "VLLM_API_KEY", FHDIRRAE N KR, TRMEE" N AT FFAMLE
cache_key_factors.json, W/EZEEREARSS torch.compile BHER"SEA, AW
backends.py B AZFITERIE XM ; BHABBRABEIREFEGT LI



3. MRECE: tests/entrypoints/serve/utils/test_api_utils.py #73g
TestRedactSensitiveArgs ZARAG, 2RRIE XERKREEFKRTHR] [THRARF
BERERERN%E] [£ caplog Wi HETLASUEAERE 'api_key': "***' BIEHFRSEK
BFE] ; tests/test_envs.py #F13E test_api_key_is_not_compile_factor 3&iE
compile_factors() #kR VLLM_API_KEY,

4. BAFS5WKE: EEARMIBIT ruff 5§ pytest (14 passed, & 3 NFBRHBONR) ; Cl £A
pre-commit ¥ NEE 5 %K Buildkite & /5, 0 DarkLight1337 approve #&3F,

R

« vlim/entrypoints/serve/utils/api_utils.py (3t S8 T H; 5| source; H£& entrypoint
;. /5 _redact_sensitive_args, log_non_default_args, _SENSITIVE_ARG_FIELDS) : H
HBIEBAZNTZI, i redact_sensitive_args 37 log_non_default_args HIEN, &
e g —tRE,

 vlim/envs.py (13 IFRIZEE; £5| source; FEH core-logic; fF5 compile_factors) :
compile_factors() By ignored_factors #3& VLLM_API_KEY, 3#EFE - AStRE (ZHFT
BRE/SEHFRSEF) o

. tests/entrypoints/serve/utils/test_api_utils.py (13 S$ T B &5 test; LR
test-coverage; 5 TestRedactSensitiveArgs,
test_redact_replaces_sensitive_values_only, test_no_sensitive_fields_returns_original,
test_api_key _not_in_log) : #3E TestRedactSensitiveArgs =AM, A caplog BT
= HERE P RHIAER, RIEBSITHELREMN

. tests/test_envs.py (3R IRFEE; KA test; XA test-coverage; F5
test_api_key_is_not_compile_factor) : #3¢ test_api_key_is_not_compile_factor, Frit
VLLM_API_KEY M ignored_factors El)3I#IE,

XS _redact_sensitive_args, log_non_default_args, compile_factors

R A B

vlim/entrypoints/serve/utils/api_utils.py

HEBRSEZ OS2, 3  redact_sensitive_args F7#& log_non_default_args AN, &
BENE R,

# BRSHBELE: RAXEFENERATREHIEL E+,
# B REHREERSYT BIZES,
_SENSITIVE_ARG_FIELDS = frozenset({"api_key"})

def _redact_sensitive_args(args: dict[str, Any]) -> dict[str, Any]:
"R B — I BUREAR L ERAY args BIA, XEHEEMBER,

# args PFAEMRTE, EERERNE, B#eLEXNE;

SHRFENTETH, FIENRFERERRA ",

if not any(key in _SENSITIVE_ARG_FIELDS for key in args):
return args



return {
key: ("***" if key in _SENSITIVE_ARG_FIELDS else value)
for key, value in args.items()

def log_non_default_args(args: Namespace | EngineArgs):
non_default_args = get_non_default_args(args)
# HEPREFESE. EE RS, BREANTHERTEET api_key,
# BT EFER HEREBAR,

logger.info("non-default args: %s", _redact_sensitive_args(non_default_args))

vlim/envs.py

compile_factors() B ignored_factors 3¢ VLLM_API_KEY, 3#EFF -AStRE (B&ETIK
BERESZRERER)

# compile_factors() & /AFTAE BEME VLM FETE, BRI ZERH
# ZEAA& B torch.compile 782, backends.py RSIEREEFF i
# FAME| cache_key_factors.json, E WA EIRAIAMA ignored_factors,
ignored_factors: set[str] = {
# ML BEETE: XE55REFFY, LBARERSFRETRIK
"VLLM_RPC_BASE_PATH",
"VLLM_HOST _IP",
"LD_LIBRARY_PATH",
#EHFAMKRRZ: RYMESE / REBRMVNE, FEMERZTM,
"VLLM_CACHE_ROOT",
"VLLM_CONFIG_ROOT",
"VLLM_FLASHINFER_AUTOTUNE_CACHE_DIR",
# EIEE: S35 API key, BARBEUBAXFHEAE A cache_key_factors.json,
"S3_ACCESS_KEY_ID",
"S3 SECRET_ACCESS_KEY",
"S3_ENDPOINT_URL",
# 338 MRFEEETPHR VLLM_APLKEY, BAGZHASRE5EHFHRES,
"VLLM_API_KEY",
"VLLM_USAGE_STATS_SERVER",

}
TSR A
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this in the rust backend and as a completeness measure, make sure it is in the
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cache.' fEE BN B5%E MK compile_factors() HEFRFFIGEYINS, REEEA Rust /&R
api_keys FE BEAE FARLEX Debug 523N (rust/src/server/src/config.rs B9
fmt_redacted_api_keys, cli/tests.rs ¥i = api_keys: [; 2]) , TEKEI. I mergify[bot]
R pre-commit kK, EELL ruff v0.14.0 AR R; claudelbot] 1A fork PR Bk
AR B3 review,



- AAEMIRE : Rust 35 MIFEFRBRIR (security): 1EER VLLM_API_KEY fnA
compile_factors() B9 ignored_factors F#r3EEYIMNIRX; Rust MIFEIA BRI
fmt_redacted_api_keys Bt#% Debug BB E, TEXK,

« pre-commit AR E LI (style): EEAEB-MNMERFRHA ruff v0.14.0 B (
Co-authored-by: Claude) , &%t CI #@id,

« fork PR B3) review %] (other): kAL %4h bot review, & DarkLight1337 AL
approve,
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