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[Bugfix] [Security] Fix concurrent sparse invariant race bypassing CVE remediation
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# SPDX-FileCopyrightText: Copyright contributors to the vLLM project

nun

Thread-safe wrapper for sparse tensor invariant validation.

PyTorch's “torch.sparse.check_sparse_tensor_invariants()~ context manager
manipulates a **process-global** flag (save/enable/restore). When multiple
embedding-load operations run concurrently on a thread-pool executor, one
context can restore the flag to "False™ while another thread is still inside

its guard, bypassing the invariant check.

All call sites MUST use “check_sparse_tensor_invariants_threadsafe()”
which serializes access behind a lock.

import contextlib
import threading

import torch

#AREY, HBHRE—NBERA-—NEERELRFS
_SPARSE_LOAD_LOCK = threading.Lock()

@contextlib.contextmanager
def check_sparse_tensor_invariants_threadsafe():

# EEPERB ETXEER, HANMB, RBHNBHBK



with _SPARSE_LOAD_LOCK, torch.sparse.check_sparse_tensor_invariants():
yield

tests/renderers/test_sparse_tensor_concurrent_race.py
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# SPDX-License-Identifier: Apache-2.0
# SPDX-FileCopyrightText: Copyright contributors to the vLLM project

import threading

import io

import pybaseb4

import torch

from vlim.utils.sparse_utils import check_sparse_tensor_invariants_threadsafe

# HHBhEREL _encode_tensor, _create_valid_dense_tensor, _create_malicious_sparse_tensor & B&

class TestConcurrentRaceProtection:
"IIEBIBERTIE A-enter, B-enter, A-exit, B-load &, "

def test_forced_interleaving_still_rejects_invalid(self, model_config):
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barrier = threading.Barrier(2, timeout=>5)

results = {}

valid_encoded = _encode_tensor(_create_valid_dense_tensor())
malicious_encoded = _encode_tensor(_create_malicious_sparse_tensor())

def thread_a_benign():
try:
with check_sparse_tensor_invariants_threadsafe():
barrier.wait() # B4%1 B L AT&AZ A B
tensor = torch.load(
io.BytesIlO(pybaseb4.bb4decode(valid_encoded, validate=True)),
weights_only=True,
map_location=torch.device("cpu"),
)
results["a_loaded"] = True
except threading.BrokenBarrierError:
results["a_barrier_broken"] = True

def thread_b_malicious():



try:
barrier.wait() # S4F A #EADUE
with check_sparse_tensor_invariants_threadsafe():
tensor = torch.load(
io.BytesIO(pybaseb4.bb4decode(malicious_encoded, validate=True)),
weights_only=True,
)
tensor.to_dense()
results["b_bypass"] = True
except (RuntimeError, ValueError):
results['b_rejected"] = True
except threading.BrokenBarrierError:
results['b_barrier_broken"] = True

t_a = threading.Thread(target=thread_a_benign)
t_b = threading.Thread(target=thread_b_malicious)
t_a.start()

t_b.start()

t_a.join()

t_b.join()

# B s RS RINME, STEXERIES
assert results.get("a_loaded"), "B &4 R KT nE"
assert results.get("b_rejected"), "L EEXIENIRIE 4"
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