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//! OpenSSL server-config construction for TLS termination.
//! Builds an SslContext from uvicorn-style ssl_* arguments.

use std::path::Path;

use std::time::Duration;

use anyhow::{Context as _, Result};

use openssl::ssl::{
AlpnError, SslAcceptor, SslAcceptorBuilder, SslContext, SslContextBuilder,
SslFiletype, SslMethod, SslOptions, SslVerifyMode, select_next_proto,

b

use crate::config::TIsConfig;

/// Time a client has to complete the TLS handshake before connection is dropped.
pub(crate) const TLS_HANDSHAKE_TIMEOUT: Duration = Duration::from_secs(60);

/// ALPN wire bytes for HTTP/2 (length-prefixed).
const ALPN_H2: &[u8] = b"\x02h2";

/// Build the shared OpenSSL acceptor from validated TlsConfig.
/// Uses Mozilla intermediate v5 baseline (forward-secret AEAD, TLS 1.2+).
fn build_server_builder(tls: &TlsConfig) -> Result<SslAcceptorBuilder> {
let cert_file = tls.cert_file.as_deref()
.context("--ssl-certfile is required to enable TLS")?;

let mut builder = SslAcceptor::mozilla_intermediate_v5(SsIiMethod::tls_server())
.context("failed to initialize TLS")?;
builder.set_options(SslOptions::CIPHER_SERVER_PREFERENCE);

// Load the full certificate chain (leaf + intermediates)

ensure_exists(cert_file, "--ssl-certfile")?;
builder.set_certificate_chain_file(cert_file)

.with_context(ll format!("failed to parse certificate chain in —-ssl-certfile {cert_file:?}"))?;

// When key_file is unset, read key from the certificate file (combined PEM)
let key_file = tls.key_file.as_deref().unwrap_or(cert_file);
ensure_exists(key_file, "private key file")?;
builder.set_private_key file(key_file, SslFiletype::PEM)

.with_context(ll format!("failed to parse private key in {key_file:?}"))?;
builder.check_private_key()

.context("the certificate and private key do not match")?;

configure_client_auth(&mut builder, tls)?;
if let Some(ciphers) = tls.ciphers.as_deref().filter(Icl lc.is_empty()) {

builder.set_cipher_list(ciphers)
.with_context(ll format!("invalid —ssl-ciphers {ciphers:?}"))?;

Ok(builder)



/// Configure client certificate verification for mutual TLS.
fn configure_client_auth(builder: &mut SslAcceptorBuilder, tls: &TIsConfig) -> Result<()> {
if tls.cert_regs > 0 {
// ca_certs is required when cert_reqs > 0
let ca_file = tls.ca_certs.as_deref()
.context("--ssl-ca-certs is required when —ssl-cert-regs > 0")7;
ensure_exists(ca_file, "-ssl-ca-certs")?;
builder.set_ca_file(ca_file)
.context("failed to load --ssl-ca-certs")?;
let verify_mode = if tls.cert_reqgs == 1 {
SslVerifyMode::PEER // optional client cert
} else {
SslVerifyMode::PEER | SslVerifyMode::FAIL_IF_NO_PEER_CERT // required client cert
b
builder.set_verify(verify_mode);
}
Ok(0))

/// Build the HTTP SslContext (without ALPN, matching uvicorn).
pub(crate) fn build_server_config(tls: &TlsConfig) -> Result<SslContext> {
let builder = build_server_builder(tls)?;
Ok(builder.build())
}

rust/src/server/src/lib.rs
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/// Choose the gRPC listener host. It follows the HTTP TCP host when there is
/1] one; otherwise (unix socket or inherited fd) it defaults to IPv4 loopback
/// rather than all interfaces, so the side-car is never accidentally
/// network-exposed.
fn grpc_bind_host(listener_mode: &HttpListenerMode) -> &str {
match listener_mode {
HttpListenerMode::BindTcp { host, .. } => host.as_str(),
HttpListenerMode::BindUnix { .. } | HttpListenerMode::InheritedFd { .. } => "127.0.0.1",

// In serve_with_router_extension:

// Build TLS config upfront, so bad cert/key fail fast before engine handshake.

let tls_config = config.tls.as_ref().map(tls::build_server_config)
.transpose().context("failed to build TLS config")?;

let tls_grpc_config = config.tls.as_ref().map(tls::build_grpc_server_config)
.transpose().context("failed to build gRPC TLS config")?;

// Bind the HTTP listener (possibly with TLS wrapping)



let listener = if let Some(ref tls_cfg) = tls_config {
let acceptor = tls_cfg.clone().into_acceptor()?; // simplified
Listener::bind_tls(&config.listener_mode, acceptor).await?
} else {
Listener::bind(&config.listener_mode).await?

};
rust/src/server/src/listener.rs
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/// Runtime listener 1/0 type which is either a TCP stream or a Unix-domain stream.
#[derive(Debug)]
#[enum_derive(tokiol::AsyncRead, tokiol::AsyncWrite)]
pub enum Listenerlo {
Tep(TepStream),
Unix(UnixStream),

/// Runtime listener address type.

#[derive(Debug)]

pub enum ListenerAddr {
Tcp(SocketAddr),
Unix(tokio::net::unix::SocketAddr),

impl Connected for Listenerlo {
type ConnectInfo = TcpConnectlnfo;

fn connect_info(&self) -> TepConnectlInfo {
match self {
Self::Tcp(stream) => stream.connect_info(),
Self::Unix() => TcpConnectlInfo {
local_addr: None,
remote_addr: None,

/1] Attempt to set TCP_NODELAY on the accepted TCP stream.
fn enable_tcp_nodelay(stream: TcpStream) -> TepStream {
if let Err(err) = stream.set_nodelay(true) {
tracing::tracel(error = %err, "failed to enable TCP_NODELAY on accepted TCP
connection");

}

stream

}
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