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vlim-project/vlim
(security) Enforce audio upload size limit before full file materialization
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# WBIRE: SIZ—AMEBE UploadFile, ARITHEE

# data: MEMFFTRZE, size: M Content-Length (7[R None)

def _make_upload_file(data: bytes, *, size: int | None = None) -> AsyncMock:
mock = AsyncMock()
mock.size = size
offset = 0

# NIRRT AR, I E BN
async def _read(n: int = -1):
nonlocal offset
if n <=0:
# ERR|RFTA EE
chunk = data[offset:]
offset = len(data)
return chunk
#IRBIEE RPN — AR
chunk = data[offset: offset + n]
offset += len(chunk)
return chunk

mock.read = AsyncMock(side_effect=_read)
return mock

@pytest.mark.asyncio

async def test_rejects_oversized_upload_via_chunked_read():
"ISIEAPORERE, BRI PRIEL, LTTEME, "
max_mb = 1
max_bytes = max_mb * 1024 * 1024



oversized_data = b"\x00" * (max_bytes + 1024)

# size=None &% 8 Content-Length, fit& e ERRIZ
upload = _make_upload_file(oversized_data, size=None)

with pytest.raises(VLLMValidationError, match="Maximum file size exceeded"):
await read_upload_with_limit(upload, max_size_mb=max_mb)

vlim/entrypoints/speech_to_text/base/utils.py
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Content-Length fop3RiZE) , BAXRMBENESA,

from fastapi import UploadFile

import vllm.envs as envs

from vlim.exceptions import VLLMValidationError

from vlim.utils.mem_constants import KiB_bytes, MiB_bytes

# BRFF ISR A/N: 64 KB
_READ_CHUNK_SIZE = 64 * KiB_bytes

async def read_upload_with_limit(
file: UploadFile,
max_size_mb: float | None = None,
) -> bytes:
"B K/NREIB UploadFile BERREK, ETRESMEAIIELBRME, "
# MBERIEEMRS, NWAFEEERRERAE
if max_size_mb is None:
max_size_mb = envs.VLLM_MAX_AUDIO_CLIP_FILESIZE_MB

# 4% MB [R&IFEH N F K

max_bytes = int(max_size_mb * MiB_bytes)

# F—EKRE: F|E Content-Length (file.size) RiEIE4
if file.size is not None and file.size > max_bytes:
raise VLLMValidationError(
"Maximum file size exceeded",
parameter="audio_filesize_mb",
value=file.size / MiB_bytes,

# B ERE: fBIRE, RitKD, EBRIEMELLE
chunks: list[bytes] = ]
total = 0
while True:
chunk = await file.read( READ_CHUNK_SIZE)
if not chunk: # ZEX 525
break
total += len(chunk)

if total > max_bytes: # Bit#833 R4, 1ZAIIESL



raise VLLMValidationError(
"Maximum file size exceeded",
parameter="audio_filesize_mb",
value=total / MiB_bytes,

)
chunks.append(chunk)

# ERRETERNR
return b"".join(chunks)
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