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Pickle deserialization allows arbitrary code execution, posing a security risk.
CVE-2025-69872 identifies diskcache's use of pickle as a potential arbitrary code
execution vector (CVSS 9.8 Critical). While vLLM is not vulnerable in practice (the disk
cache is disabled by default and gated behind VLLM_V1_USE_OUTLINES_CACHE, and
we document that the cache directory must not be shared with any untrusted users or
content), the presence of diskcache as an installed dependency causes it to appear on
security scans of vLLM environments. Removing the dependency eliminates the finding.
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requirements/common.txt (#3R KFECE; K7 docs; ER documentation) : NTE
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requirements/test/cuda.txt (3R (KFECE; 5| docs; FEH documentation) : FF#
KR CUDA MRAIRFEH Y diskcache &K #io
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FR ROCm MIAFRIEFHY diskcache K.
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XPU MRIFHEF B diskcache &KHio
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KR CPU SMRIFIEFBY diskcache 1RK#.
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# SPDX-License-Identifier: Apache-2.0

# SPDX-FileCopyrightText: Copyright contributors to the vLLM project
import os

import sqglite3

from outlines_core import Index as oc_Index
class OutlinesDiskCache:
"""SQLite-backed cache for outlines_core.Index objects.
Uses outlines_core's native binary serialization (via Rust serde)

instead of pickle, eliminating arbitrary code execution risk on
deserialization.

# RS XoF/REEM Index XHE



_TYPE_INDEX = "I"
_TYPE_STRING = "S"

def __init_ (self, path: str):
os.makedirs(path, exist_ok=True)
db_path = os.path.join(path, "outlines_cache.db")
self._db = sglite3.connect(db_path, check_same_thread=False)
self._db.execute("PRAGMA journal_mode=WAL")
self._db.execute(
"CREATE TABLE IF NOT EXISTS cache "
"(key TEXT PRIMARY KEY, type_tag TEXT NOT NULL, value BLOB NOT NULL)"
)

self._db.commit()

def _ contains__(self, key: str) -> bool:

row = self._db.execute("SELECT 1 FROM cache WHERE key=?", (key,)).fetchone()
return row is not None

def _getitem__(self, key: str):
row = self._db.execute(
"SELECT type_tag, value FROM cache WHERE key="?", (key,)
).fetchone()
if row is None:
raise KeyError(key)
type_tag, data = row
if type_tag == self._TYPE_STRING:
return data.decode("utf-8")
# Index X££ A outlines_core BRAFAMLIRKE

return oc_Index.from_binary(data)

def _setitem__(self, key: str, value):

if isinstance(value, str):
type_tag = self._TYPE_STRING
data = value.encode("utf-8")

else:
type_tag = self._TYPE_INDEX
# 3 _ reduce_ IR H|EKIE (Rust serde FFIMLLER)
data = value.__reduce__()[1][0]

self._db.execute(
"INSERT OR REPLACE INTO cache (key, type_tag, value) VALUES (?, 7, ?)",
(key, type_tag, data),

)

self._db.commit()

def get(self, key: str, default=None):
try:
return self[key]
except KeyError:
return default



def set(self, key: str, value):
selflkey] = value

def clear(self):
self._db.execute("DELETE FROM cache")
self._db.commit()

tests/v1/structured_output/test_outlines_cache.py
I EEMIREY, BE OutlinesDiskCache FTE AB A ARA R %R, RESHRIERAE,

# SPDX-License-Identifier: Apache-2.0

# SPDX-FileCopyrightText: Copyright contributors to the vLLM project
import tempfile

import outlines_core as oc

import pytest

from vlim.v1.structured_output.utils import OutlinesDiskCache

pytestmark = pytest.mark.cpu_test

@pytest.fixture
def vocab():
# M- NIRRT ER, ATAEMK Index
return oc.Vocabulary(3, {b"a": [0], b"b": [1], b"ab": [2]})

@pytest.fixture
def index(vocab):
# MIE—A Index W& (LLM 1BAMEHTER)

return oc.Index("ab", vocab)

@pytest.fixture
def cache(tmp_path):
return OutlinesDiskCache(str(tmp_path))

class TestOutlinesDiskCache:
def test_store_and_retrieve_index(self, cache, index):
# 5 AFFLER Index W&, BIEFIMLTENE
cache["test_key"] = index
restored = cache["test_key"]

assert restored.get_initial_state() == index.get_initial_state()
assert restored.get_transitions() == index.get_transitions()
assert restored.get_final_states() == index.get_final_states()

def test_store_and_retrieve_string(self, cache):
# FRABER (ATHEERASTETHE)

cache.set("__version__", "0.2.14")



assert cache.get("__version__") == "0.2.14"

def test_clear(self, cache, index):
# BERHE
cache["key"] = index
cache.clear()
assert "key" not in cache

def test_persistence_across_instances(self, tmp_path, index):
# FREZAEEZER —ANRBEXH, BIEFALL
cachel = OutlinesDiskCache(str(tmp_path))
cachel["key"] = index
cache? = OutlinesDiskCache(str(tmp_path))
restored = cache2["key"]
assert restored.get_transitions() == index.get_transitions()

def test_version_invalidation_flow(self, cache, index):

# EBPURAREBORE: RAR—BEZES

cache.set("__version__", "0.2.13")

cache["key"] = index

cached_version = cache.get("__version__")

new_version = "0.2.14"

if cached_version |= new_version:
cache.clear()

cache.set("__version__", new_version)

assert cache.get("__version_ ") == "0.2.14"

assert "key" not in cache
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