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. tests/entrypoints/serve/instrumentator/test_optional_middleware.py (£ g 8],
; K5 test; KA test-coverage; 5 test_not_vl_or_v2_path_skips_auth,
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# vllm/entrypoints/openai/server_utils.py (partial)
logger = init_logger("vlim.entrypoints.openai.server_utils")

# EPEREE API Key INERBRZRIE
# AU TAPE—FFEFF L HTTP EREIGET verify_token 12
GUARDED_PREFIX = ("/v1", "v2", "/inference")

class AuthenticationMiddleware:

Pure ASGI middleware }t&AMEK#H41T Bearer token TAIE.

A Bk AE B9 1B :
1. HTTP method 4 OPTIONS,
2. EREIZRLL GUARDED_PREFIX H8{EfA—FF L (fm /health) o

def __init_ (self, app: ASGIApp, tokens: list[str]) -> None:
self.app = app
# g SHA-256 P67 G 1Y token, R BA S A
self.api_tokens = [hashlib.sha256(t.encode("utf-8")).digest() for t in tokens]

def verify_token(self, headers: Headers) -> bool:
""ISE Authorization header H#J Bearer token Z&LEE, """
authorization_header_value = headers.get("Authorization")
if not authorization_header_value:
return False
scheme, _, param = authorization_header_value.partition(" ")
if scheme.lower() != "bearer":
return False



param_hash = hashlib.sha256(param.encode("utf-8")).digest()
# £ secrets.compare_digest #/T% ERALLER, BylERFXRE
token_match = False
for token_hash in self.api_tokens:

token_match |= secrets.compare_digest(param_hash, token_hash)
return token_match

def _call__(self, scope: Scope, receive: Receive, send: Send) -> Awaitable[None]:
if (
scopel["type"] not in ("http", "websocket")
or scope.get("method") == "OPTIONS"

return self.app(scope, receive, send)

root_path = scope.get("root_path", ")

url_path = URL(scope=scope).path.removeprefix(root_path)

headers = Headers(scope=scope)

# #nRE&IZ L GUARDED_PREFIX F3k B token BIEL M, KE 401

if url_path.startswith(GUARDED_PREFIX) and not self.verify_token(headers):
response = JSONResponse(content={"error": "Unauthorized"}, status_code=401)
return response(scope, receive, send)

return self.app(scope, receive, send)

tests/entrypoints/serve/instrumentator/test_optional_middleware.py

MARE XX BIEFITA, BFELIANRFFHA NI /v2/embed 3 & BITAIEMN R
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# tests/entrypoints/serve/instrumentator/test_optional_middleware.py (partial)
# BEAMRAG]: test_missing_api_token, test_passed_api_token...
#

# /v2 path authentication tests
#

@pytest.mark.parametrize(
"server",
[["--api-key", "test"]],
indirect=True,
)
@pytest.mark.asyncio
async def test_v2_endpoint_rejects_missing_api_token(server: RemoteOpenAlServer):
# A7 token EK /v2/embed Ri3R[E 401
body = {
“model": MODEL_NAME,
"texts": ["hello"],
"embedding_types": ["float"],
}

response = requests.post(server.url_for("/v2/embed"), json=body)



assert response.status_code == HTTPStatus. UNAUTHORIZED

@pytest.mark.parametrize(
"server",
[["--api-key", "test"]],
indirect=True,
)
@pytest.mark.asyncio
async def test_v2_endpoint_accepts_valid_api_token(server: RemoteOpenAlServer):
# R A Bearer token 1EXK /v2/embed RiiR[E 200
body = {
"model": MODEL_NAME,
"texts": ["hello"],
"embedding_types": ["float"],
}
response = requests.post(
server.url_for("/v2/embed"),
json=body,
headers={"Authorization": "Bearer test"},
)

assert response.status_code == HTTPStatus.OK

# JRRHY test_not_v1_api_token BEE 4 & A test_not_v1_or_v2_path_skips_auth
# FEFERE, R /health FIEZHRIP BRI RBRTIAE
@pytest.mark.parametrize(

"server",

[["--api-key", "test"]],

indirect=True,

)

@pytest.mark.asyncio

async def test_not_v1_or_v2_path_skips_auth(server: RemoteOpenAlServer):
# AL /T, Iv2, /inference FF3kBOB&42 B Bk IAIE
response = requests.get(server.url_for("health"))
assert response.status_code == HTTPStatus.OK
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