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python/sglang/srt/utils/common.py

ZERBEZOTI: FRELALE. EERARE. AN THERANRENE—TRE, FTEE
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def download_remote_media(url: str, timeout: float) -> bytes:

"SRG —ER URL BT H—A HTTP(S) AR £,

ETRWFIRM, REESNEROIEZTEZNEARLEAN AL ERE;
mE R AR ORI ER,  FEARIE R KA B e g9 [ B R S PUTF R R,
B % S A AR B R AR AR G Rt N TR
if timeout <= 0:
raise ValueError("media URL timeout must be positive")

session = get_mm_http_session() # £ per-thread %M
deadline = time.monotonic() + timeout
current_url = url

for redirect_count in range(. MAX_MEDIA_URL_REDIRECTS + 1):
# A requests By prepare ZEM5 urllib3 —3 8 URL #SE1L/E BREE,
# BRRFHI. userinfo D FRFEMITER —RIFEEIL,
prepared_url = requests.Request("GET", current_url).prepare().url
if prepared_url is None:
raise ValueError(f'Invalid media URL: {current_url!r}")
_assert_media_url_allowed(prepared_url)

remaining = deadline - time.monotonic()
if remaining <= 0:
raise requests.exceptions.Timeout(
f'"Timed out while downloading media URL: {url}"

with session.get(
prepared_url,
allow_redirects=False, # *Z] B &R, ZFBRLE
stream=True,
timeout=remaining,
) as response:
location = response.headers.get("Location")
if response.status_code in _MEDIA_URL_REDIRECT_STATUS_CODES and location:



if redirect_count == _MAX_MEDIA_URL_REDIRECTS:
raise requests.exceptions.TooManyRedirects(
f"Media URL exceeded { MAX_MEDIA_URL_REDIRECTS} redirects: {url}"
)
current_url = urljoin(response.url, location)
continue

response.raise_for_status()
max_bytes = _media_url_max_file_size_bytes
# FIRAKESBRAEMNEZEES, FOFHFEX
content_length = response.headers.get("Content-Length")
if max_bytes and content_length is not None:
try:
declared_size = int(content_length)
except ValueError:
declared_size = None
if declared_size is not None and declared_size > max_bytes:
raise ValueError(
f"Remote media exceeds the {max_bytes} byte download limit"

content = bytearray()
for chunk in response.iter_content(chunk_size=64 * 1024):
if not chunk:
continue
if time.monotonic() > deadline:
raise requests.exceptions.Timeout(
f'"Timed out while downloading media URL: {url}"
)
if max_bytes and len(content) + len(chunk) > max_bytes:
raise ValueError(
f"Remote media exceeds the {max_bytes} byte download limit"
)
content.extend(chunk)
return bytes(content)

raise AssertionError("unreachable")

test/registered/unit/multimodal/test_media_url_security.py

FEMNRZEEVINA M, AAM HTTP REBZEZEELHE. EXERE. K/NREL SdK
HTEEIZOTR, ERIERLRENXRELE,

class _MediaHandler(http.server.BaseHTTPRequestHandler):
"AKMRA HTTP RS, BT Z & Rek & B & fpma iz, "

def do_GET(self):
if self.path == "/other-host-redirect":
# 302 Bk A — host: ML BL LR, HBEMRABEHEISE

self.send_response(302)



self.send_header(
“Location”,
f'"http://localhost:{self.server.server_port}/redirect-target",
)
self.end_headers()
return

if self.path == "/chunked-oversized":
# REBH Content-Length, FERNILEARA K/ EFR
self.send_response(200)
self.end_headers|()
self.wfile.write(b"x" * (1024 * 1024 + 1))
return

if self.path == "/redirect-loop":
self.send_response(302)
self.send_header("Location", "
self.end_headers()
return

/redirect-loop")

self.send_response(404)
self.end_headers()

def log_message(self, * ):
pass # FEEBATIEH R, #Be Cl MiBEE

class TestMediaURLSecurity(unittest.TestCase):
def test_redirect_destination_is_checked_before_fetch(self):
# BRERIKIT 127.0.0.1, BBREZE R RERRWNEREIEL
configure_media_url_security(["127.0.0.1"], max_file_size_mb=64)
with self.assertRaisesRegex(ValueError, "not allowed"):
download_remote_media(self._url("/other-host-redirect"), timeout=5)
self.assertFalse(self.server.redirect_target_reached)

def test_streamed_oversized_response_is_rejected(self):
#RAFERAKER, AN RITHEN ERUOATEIELS
configure_media_url_security(["127.0.0.1"], max_file_size_mb=1)
with self.assertRaisesRegex(ValueError, "download limit"):
download_remote_media(self._url("/chunked-oversized"), timeout=5)

python/sglang/srt/server_args.py
WA NREMEKX server SHHFERNFRAA KR, EXRBABAH / RMERLEBANAD,

allowed_media_domains: Al
List[str],
"Restrict client-supplied HTTP(S) image, video, and audio URLs to these "
"exact hosthames. Redirect destinations are checked against the same "
"allowlist. When unset, remote media from any domain is allowed.",



NS("mm"),

] = dataclasses.field(default_factory=list)

media_url_max_file_size_mb: Al
int,
"Maximum size in MiB for one client-supplied remote media download. "
"The limit is enforced while streaming; set to 0 to disable it.",
NS("mm"),

] =64

def _handle_media_url_security(self):
"""Normalize and publish the media URL policy before workers start."""
# 7 dummy-model R Z BRI A, iLFTHE worker £FR—KH;
# BRIA 64 MiB, 0 FoRERAA/INRHL,
self.allowed_media_domains = configure_media_url_security(
self.allowed_media_domains,
self.media_url_max_file_size_mb,

)
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